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ITU: Cybersecurity Capacity Development

� Call for Action: Migration from 20thC Physical Security to 21stC Cyber 
Security for all National ICT Networks, & across Critical Service Sectors

� Global Shortage: Practically ALL countries & regions, including UK and 
USA, have significant shortage of qualified cybersecurity professionals

� Cybercrime : The growth in cybercrime & cyber terrorism means that 
countries need to quickly build capacity to defend critical services
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� National CIRTs : The Computer Incident Response Teams can be 
focused upon capacity building across the Key Cybersecurity Actions

� Partnerships: Global organisations such as the ITU are working 
intensively to develop & communicate cybersecurity training resources, 
as well as guidelines and standards for “best practice”

…..In this presentation I review the major skill requirements, professional 
qualifications, the role of CIRTs & supporting ITU Training Programmes
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National Cybersecurity:  Cyber Skills Strategy

� National CIRT: Each country needs to build cybersecurity skills within 
the context of its national cybersecurity plan, led by the National CIRT 

� Stakeholders: The skills development programme will be an on-going 
multi-year programme and should be undertaken by the government in 
partnership with key public & private security stakeholders including:

� Academic & Research Institutions such as major Universities & Colleges
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� Awareness Programmes with High Schools through games & competitions 
such as the UK and US Government “Cyber Challenge” Programmes 

� ICT Market Sector, including the major Telecomms, ISP & Mobile Players

� Critical Service Sector Businesses including Energy, Financial & Transportation

� Support: The Government should provide some financial support to 
“kick-start” the programme which should initially run for 3 to 5 years, 
with the aim to train-up professionally certified cybersecurity specialists
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Cybersecurity Skills Needs

Management Information Assurance Technical

• Cybersecurity business case 

formulation

• IT Base skills

• Staff Management skills/ 

Leadership skills

• Personnel Security 

• Cybersecurity Policies, 

Standards and Procedures

• Risk Management

• System Accreditation

• Compliance Checking 

• IT technical skills (security 

management)

• IT technical skills (IT defences 

deployment)

• Security Design Principles e.g. 

zoning

ITU AND CITEL REGIONAL CYBERSECURITY 
CAPACITY BUILDING WORKSHOP FOR THE AMERICAS 

Monday 1st November  2010, Salta City, Argentina

• Personnel Security 

• Multi-Disciplinary skills 

(technology, people etc)

• Communication skills

• Cyber-Criminal Psychology

• Cyber-Ethics Skills

• Data ownership

• Audit and Monitoring

• User Rights and 

Responsibilities

• Incident Management 

Process Design

• Assurance, trust and 

confidence mechanisms

zoning

• Resilient Infrastructure

• Data Protection/ System 

administration

• Cryptographic and Applied 

Crypto Skills

• Data custodianship

• Operational Security

• Incident Management
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Professional Cybersecurity Roles

1) Chief Information Security Officer (CSO/CISO)

2) Systems Operations & Maintenance Personnel

3) Network Security Specialists

4) Digital Forensics & Incident Response Analysts

5) Information Security Assessor
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5) Information Security Assessor

6) Information Systems Security Officer

7) Security Architect

8) Vulnerability Analyst

9) Information Security Systems & Software Development
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Infrastructure Relationships in Cyberspace
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Critical Sector Cybersecurity  Skills
� Every critical service sector will require some professional level of both 

general and sector specific cybersecurity expertise in the future:

� Telecommunications: End-to-End Network & Systems Security for Servers, 
Routers, Switches, Transmission and all ICT Comms Hubs & Facilities 

� Banking/Finance: Defences against financial cybercrime and ID Theft

� Civil/Military Forces: Digital Forensics and e-Crime Investigation Units

� Transportation/Airports: Integrated security for airports & Transport Hubs

� Energy/Water Utilities: Protection for the National Electrical Power Grids, 
and Operational Control Networks for Pipelines for Oil, Gas and Water

ITU AND CITEL REGIONAL CYBERSECURITY 
CAPACITY BUILDING WORKSHOP FOR THE AMERICAS 

Monday 1st November  2010, Salta City, Argentina

and Operational Control Networks for Pipelines for Oil, Gas and Water

� Industry/Manufacturing: Integrated physical-cyber security including Process 
Control Systems (SCADA) against targeted Stuxnet type threats

� Emergency Services: Secure real-time communications and applications

� Healthcare: Integrated security for hospitals, medical systems & facilities

� Education: Professional training courses, and advanced cybersecurity R&D

……Provision of these sector specific skills will require the National CIRT to 
establish partnerships “best practice” public & private sector organisations.
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Government Directive on

Cybersecurity Skills 

Training Programmes

ITU: Flow-Chart for Cyber Skills Capacity Building(1)
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ITU: Flow-Chart for Cyber Skills Capacity Building(2)
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ITU: Promoting a Culture of Cybersecurity
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Cybersecurity Training and Awareness

� Cybersecurity training and awareness will need to be tackled as a multi-
sector and multi-stakeholder programme. 

� Ultimately every business and every citizen will need to become cyber 
aware if they are to remain safe in the virtual world of cyberspace.

� Public awareness programmes will need strong central government 
support in order that all citizen segments from children to the elderly 
become conversant with cyber risks & how to protect oneself on-line.

� Awareness Campaigns may target the client sectors through:

ITU AND CITEL REGIONAL CYBERSECURITY 
CAPACITY BUILDING WORKSHOP FOR THE AMERICAS 

Monday 1st November  2010, Salta City, Argentina

� Awareness Campaigns may target the client sectors through:
� Brochures, Newsletters and Video Materials

� Local Discussions Groups held in Schools

� Employee Handbooks for Staff Awareness

� Short Training & Awareness Courses

� Interactive Cybersecurity Website 

� Viral Marketing Campaign through Social Media Sites

� Every media awareness channel is important if the country is to promote 
& achieve a cybersecurity culture during the coming 3 to 5 years!...
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Australian Government: CSPC –
Cybersecurity Awareness Campaign
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“Cybersecurity Awareness: Malaysia”

� Cyber Awareness: Excellent example of Awareness Campaign targeting 
End-users with regards to 10 Major Cybersecurity & Cybercrime Threats:

1) Phishing Scam

2) Identify Theft

3) Safety of Internet Chat

4) Spam Emails

5) Safe On-Line Shopping

6) Safe On-Line Banking
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� Campaign is promoted by the Malaysian Government Cybersecurity 
Agency under MOSTi – Ministry of Science, Technology and Innovation
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6) Safe On-Line Banking

7) Security Checklists

8) Malware

9) Spyware

10)Password Protection



UK Government : Office of Cybersecurity (OCS)

The UK Government Office of Cybersecurity (OCS)

has eight well defined work streams as follows:

1) Safe, Secure and Resilient Systems

2) Policy, Legal and Regulatory Issues

3) Awareness and Culture Change

4) Cybersecurity Skills and Education

5) Technical Capabilities and R&D

6) Exploitation of UK Capabilities

7) International Engagement & Partnership
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7) International Engagement & Partnership

8) Governance, Roles and Responsibilities

…these include the further development of

Digital Forensics Skills & the UK Cybercrime

response through the National eCrime Unit.

….. Significant focus in the UK Office of Cybersecurity (OCS) is also focused upon

“Cybersecurity Capacity Building” and the Development of a “Cybersecurity Culture”



Cybersecurity Awareness & 
Education Techniques

Web or

Classroom

Training

Newsletters

Email and 

Brochures

Security 
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Employee

Handbook

Presentations

Intranet

Site

Instructional

Videos

Email and 

Voicemail

Reminders

Security 

Awareness

Program



ITU: Child On-Line Protection (COP)

Guidelines for Children, Policy Makers, Industry and Educators
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Cyber Skills & Capacity Building
� Professional Cybersecurity Skills are currently in extremely short supply 

even in developed countries & regions such as USA, UK and Europe!

� The US Centre for Strategic and International Studies published a report 
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� The US Centre for Strategic and International Studies published a report 
in July 2010 recommending ways to overcome the skills crisis

� The UK Government launched the Cybersecurity Challenge – July 2010

� The US-led DC3 Digital Forensics Challenge finishes today – 1st Nov 2010 
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ITU Cybersecurity & ICT Essay Competition
ITU: National Cybersecurity Culture & Awareness

Task 1: Government
Assess whether:
(a) A comprehensive national awareness programme exists to
encourage all participants—businesses, the general workforce, and
the general population— to secure their own parts of cyberspace
(b) Government has allocated resources to build cybersecurity culture
(c) Government has led by example and required all staff, contractors
and third parties to demonstrate good cybersecurity practices
(d) Government has invested in Research and Development (R&D)
activities to develop solutions to cyber risks.

Task 2: Business
Establish whether:
(a) Business understand their responsibility to secure their cyberspace
(b) Incentives exist to encourage the development of a culture of
cybersecurity in business enterprises
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cybersecurity in business enterprises
(c) Penalties exist against poor security practices

Task 3: End users
Assess whether:
(a) End users are aware of risks to business from their use of ICTs
(b) Users understand their individual responsibility and accountability
for actions on ICTs
(c) Users have received adequate training
(d) Security Operating Procedures clearly state user
responsibility and accountability for security
(e) A programme exists to educate and protect children and other
vulnerable groups against cyber threats
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ITU Academy Centres of Excellence
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59 - ITU Academy Centres of Excellence

75 - ITU Academy Internet Training Centres 



Securing Jamaica in Cyberspace!

---- (1) (1) (1) (1) ––––
Legal  MeasuresLegal  MeasuresLegal  MeasuresLegal  Measures ---- (2) (2) (2) (2) ––––

Technical &  Technical &  Technical &  Technical &  
Procedural Procedural Procedural Procedural 

----(3) (3) (3) (3) ––––
OrganizationalOrganizationalOrganizationalOrganizational

---- (4) (4) (4) (4) ––––CapacityCapacityCapacityCapacityBuildingBuildingBuildingBuilding
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Procedural Procedural Procedural Procedural 
MeasuresMeasuresMeasuresMeasures

OrganizationalOrganizationalOrganizationalOrganizational
StructuresStructuresStructuresStructures

---- (5) (5) (5) (5) –––– International CollaborationInternational CollaborationInternational CollaborationInternational Collaboration



ITU: 5-day Cybersecurity Workshop - Jamaica 2010
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Jamaican Cybersecurity RoadMap:
- Project Activities for Critical Sectors -

1st Quarter

2nd Quarter
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3rd Quarter

4th Quarter



ITU Cybersecurity Mission to Georgia
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Georgian Cyber Mission Objectives & Outcomes
� Stakeholders: Interview the key stakeholders including the Government 

Ministries, Georgian CERT (GRENA) & Critical Infrastructure Sectors 
(Telecommunications, ISPs, National & Commercial Banks)

� ITU GCA: Follow the 5 GCA Pillars: Legal, Technology, Organisation, 
Capacity Building & Partnerships and develop detailed recommended 
Action Plan & Rolling Project Road-Map for the Georgian Government

� General Outcomes: 
� National Cybersecurity Agency(NCA) : Recommendation to establish an NCA with 
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� National Cybersecurity Agency(NCA) : Recommendation to establish an NCA with 
authority and budget to manage the national cybersecurity strategy & programmes

� Georgian CERT: Key player with professional skills that can be leveraged to build up 
capacity across both the Public and Private Sector working with International Partners

� Critical Infrastructure: Recommendation to Review, Audit and then Upgrade Critical 
Infrastructure to International Technical & Operational Security Standards (ITU/ISO)

……Long-Term Success will be dependant upon developing professional cybersecurity skills through 
public-private partnerships that leverage existing CERT skills & also international organisations.
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CERT Georgia: “GRENA” – Educational Sector
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Georgia: Risk Assessment & Compliance Review

� A priority action for every National Government and major Business will 
be to assess the current levels of risks & security of computing 
installations, networks, systems and applications. 

� During the ITU Georgian Mission, the following topics were considered 
during each stakeholder interview such as Government, Telco & Banking:

1) ICT Management Organization

2) Personnel Security – Vetting & Access Controls

3) Software & Applications Security

4) Device and Hardware Security

ITU AND CITEL REGIONAL CYBERSECURITY 
CAPACITY BUILDING WORKSHOP FOR THE AMERICAS 

Monday 1st November  2010, Salta City, Argentina

4) Device and Hardware Security

5) Network Communications – Access, Encryption, Fail-over

6) Business Continuity and Disaster Recovery (BCP/DR)

7) Personal & Business Data Protection

8) Cybersecurity Standards  and Frameworks

9) Physical Building & Facilities Security

……Following the initial audit and upgrades for each designated critical computing 
facility there typically be annual audits to check upon standards compliance
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ITU: Regional CIRT Training Workshops

� ITU Cybersecurity Team has established CIRT Workshop and Training 
Programme rolling-out during 2010/2011 across geographical regions

� CIRT Development is at the core of the ITU Global Cybersecurity Agenda

� The ITU Workshops promote CIRT creation and evolution under a practical 
3 Phase Model & proceeds through the traditional Project Methodology of -
“Plan” – “Design” – “Implement” and “Operations”:
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“Plan” – “Design” – “Implement” and “Operations”:

� Phase 1 – 6 Months – Training & Awareness, Alerts, Incident Management

� Phase 2 – 12 Months – Vulnerability Handling & Management, Technology Watch

� Phase 3 - 18 to 24 Months – Risk Analysis & Consulting,  Forensics & Audits

…ITU CIRT Workshops have already been held in the regions of West & East Africa, 
and a further workshop will be held this month for Central & Eastern Europe…
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ITU: CIRT Organisational Development Phases 

6 MONTHS

12 MONTHS

18 - 24 MONTHS
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ITU-IMPACT: CIRT READINESS ASSESSMENT QUESTIONNAIRE

Task:1 National CIRT Capacity - Identify:
(a) Government Agencies involved in CIRT activities
(b) Points of contact for incident response in the CIRT
(c) Internal or external organisations interfacing with CIRT Project
(d) Relevant Agencies / ministries /sectors involved in CII
(e) Internet Service Providers

Task:2 Mission and Target
For operational or planned CIRT establish:
(a) Objectives of the CIRT
(b) Short-term and long-term goals

Task:3 CIRT Initiatives within the Country - Record:
(a) Current or past Government or private sector CIRT initiatives
(b) Systems protected by each CIRT initiative
(c) Initiatives focused on recording cybercrime
(d) History of cyber incidents
(e) Cybersecurity research initiatives

Task:4 CIRT Service Model - For every CIRT identify:
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Task:4 CIRT Service Model - For every CIRT identify:
(a) CIRT service model i.e. Unbounded, Bounded and Hybrid
(b) Criteria for selecting CIRT service model
(c) Operational Framework e.g. advertisement of membership/services
(d) Level of CIRT authority i.e. Full, Shared and None
(e) Whether CIRT owns its premises and technical infrastructure
(f) Manpower planning i.e. Staffing levels and Cybersecurity skills
(g) Incident Response and Performance evaluation model
(h) Participation in international information sharing activities

Task:5 CIRT Reporting Structure - Identify:
(a) Whether CIRT is an independent or Subsidiary organisation
(b) Its relationship with other CIRTs
(c) Financial model i.e. source of funding and revenue



ITU Regional Workshop on National CIRT
Readiness Assessment and Capacity Building

� West-Africa Workshop – 4 Member States 
attended (May 2010)

� East-Africa Workshop - 4 Member States 
attended (June 2010)

� South-East Asia – assessment in 5 Member 
States
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States

� Central Eastern Europe Workshop – expected 
6 Member States (November 2010) to attend 

� Central Africa Workshop – expected 5 Member 
States (December 2010) to attend 
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ITU Regional CIRT Workshop Programme

Answer 
Questionnaire

Answer 
Questionnaire

Experts – Data 
Analysis

Experts – Data 
Analysis

Customize the 
Workshop Content

•Based on Analysis and 

Customize the 
Workshop Content

•Based on Analysis and 

5 Days Intensive 
Capacity Building 
Workshop

5 Days Intensive 
Capacity Building 
Workshop
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•Based on Analysis and 
Findings
•Based on Analysis and 
Findings

Workshop

•Country Breakout Sessions

Workshop

•Country Breakout Sessions

Assessment Report 
and 

Recommendations (2 
weeks after the 

workshop)

Assessment Report 
and 

Recommendations (2 
weeks after the 

workshop)
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ITU Security Handbook for ICT
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ITU-X Technical Security Standards

� The ITU Technical Families of Telecommunications Security Standards are 
extremely comprehensive and span practically all technical aspects of 
government and enterprise cybersecurity systems and architectures.

� The ITU-X Series Standards are extremely useful in providing structures, 
architectures and project guidelines during capacity building programmes.

� The standards are also being continuously developed and upgraded by 
professional specialists from the ICT Industry, Government & Academia

� X.805 – Security Architecture for End-to-End Communications
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� X.805 – Security Architecture for End-to-End Communications

� X.1056 – CIRTs: Incident Response Management Structures

� X.1121 – Security Technologies for Mobile Data Communications

� X.1191 – Functional Requirements for IPTV Security Agents

� X.1205 – Overview of Cybersecurity and General Guidelines (Technologies)

� X.1250 – Security Standards for Identity Management (IdM)

� X.509 – Public Key Infrastructure & Certificate Frameworks (PKI)

………The ITU-X security standards can be freely downloaded from “ITU.int”
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Cybersecurity in Telecomms & ICT (1)
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Cybersecurity in Telecomms & ICT (2) 
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ITU – X.805 Security Architecture
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….The ITU-X.805 Cybersecurity Architecture coupled with ITU-X.1205 Standards
together provide an excellent framework for in-depth Professional Technical Training 



X.1205 Cybersecurity Technologies (1)
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X.1205 Cybersecurity Technologies (2)
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On-Line Cybersecurity Resources: ITU 

All the ITU Publications can be found & downloaded from: www.itu.int

(use the titles below as search terms  on the ITU Website Home Page) 

1) ITU – Global Cybersecurity Agenda – HLEG Strategic Report – 2008

2) ITU – Cybersecurity Guide for Developing Countries – 2009

3) ITU – “BotNet” Mitigation Toolkit Guide – 2008

4) ITU – National Cybersecurity/CIIP Self-Assessment Tool – 2009

5)
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5) ITU – Toolkit for Cybersecurity Legislation – 2010

6) ITU – Understanding Cybercrime: A Guide for Developing Countries-2009

7) ITU – Technical Security Standards & Recommendations – “X-Series” –
including X.509 (PKI), X.805 (Architecture), X.1205 (Threats & Solutions)

8) ITU – GCA: Global Cybersecurity Agenda: Summary Brochure – 2010

……..ITU GCA Home Page: www.itu.int/osg/csd/cybersecurity/gca/
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ITU Cybersecurity Guides & Toolkits
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Cybercrime & Legislation: 
- Definition & Scope -

� Cybercrime: Criminal activities that specifically target a computer or 
network for malicious damage, infiltration, extortion, theft & fraud.

� Cyberterrorism: Used for those cybercriminal acts that are deliberately 
targeted to create large-scale disruption of critical information instructure
such as government, banking, energy & telecommunications networks
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� Cyberattacks: Typical terms used to designate cyberattacks include: 
spamming, phishing, spoofing, pharming, denial of service, trojans, 
viruses, worms, malware, spyware and botnets.

47

Upgraded National Laws & Regulations are required to enable the civil & military 
enforcement agencies to investigate & prosecute cybercriminal & cyberterrorist
activities that are illegal & disruptive against citizens, businesses and the state.



ITU Toolkits: Cybercrime Legislation and a 
Cybercrime Guide for Developing Countries
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ITU CYBERCRIME TOOLKIT LEGISLATIVE REQUIREMENTS

Acts Against Computers, Computer Systems, Networks, Computer 
Data, Content Data, and Traffic Data

Section 1: Definition of Terms

Section 2: Unauthorized Access to Computers, Computer Systems, and 
Networks

Section 3: Unauthorized Access to or Acquisition of Computer Data, 
Content Data, Traffic Data

Section 4: Interference and Disruption

Section 5: Interception

Section 6: Misuse and Malware

Section 7: Digital Forgery

Section 8: Digital Fraud, Procure Economic Benefit

Section 9: Extortion

Jurisdictional Provisions

Section 21: Jurisdiction

International Cooperation

Section 22: International Cooperation: General Principles

Section 23: Extradition Principles 

Section 24: Mutual Assistance: General Principles

Section 25: Unsolicited Information

Section 26: Procedures for Mutual Assistance

Section 27: Expedited Preservation of Stored Computer Data, 
Content Data, or Traffic Data

ITU Guidelines for Government Legislation Agencies
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Section 9: Extortion

Section 10: Aiding, Abetting, and Attempting

Section 11: Corporate Liability 

Provisions for Criminal Investigations and Proceedings for Offenses 
within this Law

Section 12: Scope of Procedural Provisions

Section 13: Conditions and Safeguards

Section 15: Expedited Preservation and Partial Disclosure of Traffic Data

Section 17: Production Order

Section 18: Search and Seizure of Stored Data

Section 19: Interception (Real Time Collection) of Traffic Data

Section 20: Interception (Real Time Collection) of Content Data
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Section 28: Expedited Disclosure of Preserved Content Data, 
Computer Data or Traffic

Section 29: Mutual Assistance Regarding Access to Stored 
Computer Data, Content Data, or Traffic Data

Section 30: Trans Border Access to Stored Computer Data, 
Content Data, or Traffic Data 

Section 31: Mutual Assistance In Real Time Collection of Traffic 
Data 

Section 32: Mutual Assistance Regarding Interception of Content 
Data or Computer Data



ITU: Cybersecurity Project Gateway
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….Currently ….Currently 141141 ITU Project Initiatives in partnership with ITU Project Initiatives in partnership with 5151 Organisations Organisations 



WSIS = World Summit on the Information Society 
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…The ITU took the global lead for WSIS in Cybersecurity & “Securing the Information Society”…The ITU took the global lead for WSIS in Cybersecurity & “Securing the Information Society”



ITU: Cybersecurity Programmes
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….Multiple ITU Programmes that all contribute to National Cybersecurity Capacity Building! ….Multiple ITU Programmes that all contribute to National Cybersecurity Capacity Building! ….Multiple ITU Programmes that all contribute to National Cybersecurity Capacity Building! ….Multiple ITU Programmes that all contribute to National Cybersecurity Capacity Building! 



Capacity Building & International Collaboration

1–Aim:Capacity Development 2 – Cyber Skill Requirements 3 – Critical Sector Cyber Skills

4– Cyber Culture & Awareness 5 –ITU Academy & Workshops 6 – ITU Standards & Toolkits
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7 – IMPACT Cyber Training 8 – International Partnerships 9 – Next Suggested Steps
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IMPACT Global Headquarters: 
Cyberjaya, Malaysia
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IMPACT = International Multilateral Partnerships Against Cyber Threats



IMPACT: Cyber Training Roadmap
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ITU-IMPACT: Cybersecurity Technical Training
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CyberSecurity Technical Courses

Total Student Days = 41 (8+ Weeks)



ITU-IMPACT: Cyber Management Training

CyberSecurity Management Courses

Total Student Days = 16 (3+ weeks)
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Capacity Building & International Collaboration

1–Aim:Capacity Development 2 – Cyber Skill Requirements 3 – Critical Sector Cyber Skills

4– Cyber Culture & Awareness 5 –ITU Academy & Workshops 6 – ITU Standards & Toolkits
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7 – IMPACT Cyber Training 8 – International Partnerships 9 – Next Suggested Steps
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International Cybersecurity Collaboration

� Cybersecurity is a global trans-border issue. Cybercrime investigations and forensics 
can only be managed through strong international collaboration and partnerships

� The ITU Global Cybersecurity Agenda tackles this through multiple partnerships 
including its role within the IMPACT Alliance, and its NEWS and ESCAPE Programmes, 
as well as in-depth skills training, and the development of the CIRT-LITE Programme

� INTERPOL is also a critically important partner for law enforcement authorities in many 
countries for the investigation of international cybercrime “rings” & cyberterrorist “cells”

� CERTs/CSIRTS also have well connected international communities that enable member 
countries to support each other during cyber attacks:
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countries to support each other during cyber attacks:

� FIRST – Forum for Incident Response & Security Teams : 226 Teams in 48 Countries (FIRST.org)

� CMU – Carnegie Mellon University pioneered the concept of CERTs during the early 1990s and 
now runs the commercial CERT.ORG and provides global network support (CERT.org)

� US-CERT – United States Computer Emergency Readiness Team (US-CERT.gov) 

� ENISA – European Network & Information Security Agency – (ENISA.europa.eu)

…The ITU currently has active working partnerships with all these international 
cybersecurity organisations & many more as in the following graphical slide!
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Stakeholders for the ITU Cybersecurity Ecosystem
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Capacity Building & International Collaboration

1–Aim:Capacity Development 2 – Cyber Skill Requirements 3 – Critical Sector Cyber Skills

4– Cyber Culture & Awareness 5 –ITU Academy & Workshops 6 – ITU Standards & Toolkits
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7 – IMPACT Cyber Training 8 – International Partnerships 9 – Resources & Next Steps
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Next Steps for CITEL/OAS Members

� During this intensive One Day Cybersecurity workshop we’ve covered all the    
Five Pillars of ITU’s comprehensive Global Cybersecurity Agenda (GCA)

� Some key actions for ITU & CITEL Members to consider during the next year are:

� CIRT: Build or Upgrade your National CIRT and use this resource as a Catalyst for Capacity Building

� NCA: Develop a National Cybersecurity Agency (or Council) within your Government Administration

� Laws: Review the Legislation and Regulations, and ways in which your nation can implement  New 
Legislation to further secure the nation in Cyberspace, against Cybercrimes & Terrorism

� Culture: Promote a culture of cybersecurity understanding and awareness across business & citizens

ITU AND CITEL REGIONAL CYBERSECURITY 
CAPACITY BUILDING WORKSHOP FOR THE AMERICAS 

Monday 1st November  2010, Salta City, Argentina

� Culture: Promote a culture of cybersecurity understanding and awareness across business & citizens

� Training: Work with your National CIRT to facilitate professional training within educational institutions

� CIIP: Ensure that the Government and Critical Sectors are fully supported by your National CIRT

� Forensics: Upgrade the professional experience & skills of the Cybercrime Teams in Digital Forensics

� PPP: Implement PPP Agreements to outsource Government Cybersecurity Programmes to Business

� Collaboration: Promote Cybersecurity Collaboration through Regional and Global partnerships

……the ITU looks forward to supporting your actions through its global               
Cybersecurity Agenda of Guidelines, Workshops & Partnerships!
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ITU & CITEL Regional ITU & CITEL Regional 
Cybersecurity WorkshopCybersecurity Workshop

-- Capacity Building & International Collaboration Capacity Building & International Collaboration --

ITU & CITEL Regional ITU & CITEL Regional 
Cybersecurity WorkshopCybersecurity Workshop

-- Capacity Building & International Collaboration Capacity Building & International Collaboration --

ThankThank--You!...You!...ThankThank--You!...You!...
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ThankThank--You!...You!...ThankThank--You!...You!...
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ITU & CITEL Regional Cybersecurity Workshop: 
- Capacity Building & International Collaboration -

BACK-UP SLIDESBACK-UP SLIDES
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BACK-UP SLIDESBACK-UP SLIDES
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ITU Cybersecurity Guide for Developing Countries
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Cybersecurity for Critical Sector “Sensor Networks”

Sensor Networks
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StuxNet Worm: Targets Industrial SCADA Systems

Stuxnet Worm : 1st Discovered June 2010
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SCADA = Supervisory Control & Data Acquisition

- Mainly for Power Stations & Industrial Plants -



Special Cybersecurity Technical Organisations

� Effective national and enterprise cybersecurity requires the 
implementation of professionally staffed technical organisations 

� In this session we’ll consider the cybersecurity organisations and 
associated technical skills for:

� CERT/CSIRT: Computer Emergency Response Team – We’ll explore the steps required to 
establish and manage a National or Enterprise CERT. We will use the CMU (Carnegie 
Mellon University), and ENISA (European Network & Information Security Agency) 
Guidelines as the foundations for our technical and management analysis
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� NCU/eCrime Unit: National Cybercrime Unit – We’ll use the UK National eCrime Unit as 
an example of “Best Practice” for the organisation, including the process for cybercrime 
investigation, evidence collection and the skills for Digital Forensics

� Global IMPACT Centre: International Multi-Lateral Partnership against Cyber Threats  -
This is a unique organisation is an alliance with several major global players including 
the ITU and Interpol. We’ll present some of the programmes that may be relevant to 
National Government, major Institutions and Commercial Enterprises
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Cyber Technologies and Standards

� Architectures & Standards: The protection of critical national 
infrastructure requires systems & services to be implemented to 
internationally agreed architectures & technical standards

� ITU Standards: Standards Groups supported by the ITU have defined 
and published an extensive set of standards based around X.805 and 
X.1205b that cover practically all aspect of cybersecurity systems

� Integrated Security: The implementation of complete cybersecurity 
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� Integrated Security: The implementation of complete cybersecurity 
security solutions for critical sectors requires the integration of 
cybersecurity technologies within those for physical security

� Open Wireless World: The open world of mobile gadgets & social 
networking means that cybersecurity professionals have to continually 
design new technical solutions to maintain comprehensive security
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CyberCrimes against Critical Sectors

� Government:
� Theft of secret intelligence, manipulation of documents, and illegal 

access to confidential citizen databases & national records

� Banking/Finance:
� Denial of Service attacks against clearing bank network, phishing 

attacks against bank account & credit cards, money laundering

� Telecomms/Mobile:
� Interception of wired & wireless communications, and penetration 
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� Interception of wired & wireless communications, and penetration 
of secure government & military communications networks

� Transport/Tourism:
� Cyberterrorism against airports, hotels and resorts, malicious 

penetration of on-line booking & reservations networks

� Energy/Water:
� Manipulation and disruption of the national energy grid & water 

utilities through interference of the process control network 
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CISSP Certification Domains
� The CISSP – Certified Information Systems Security Professional is one 

of the highest international qualifications from the (ISC)² , and is based 
upon the core tenets of Confidentiality, Integrity & Availability:

1) Access Control

2) Application Security

3) Business Continuity and Disaster Recovery

4) Cryptography

5) Information Security and Risk Management

6) Legal, Regulations, Compliance and Investigations
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6) Legal, Regulations, Compliance and Investigations

7) Operations Security

8) Physical (Environmental) Security

9) Security Architecture and Design

10)Telecommunications and Network Security

� An in-depth study of all these security domains would easily fill an 
intensive 3 month training schedule, but it is possible to provide an 
overview of the essential features during an intensive 5-day workshop!
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