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Download GITI Presentation On-Line  @  www.valentina.net/vaza/eGe.pdf

� IT Security is critical to Georgia’s future economic growth

� EU Security Adviser to the Georgian Parliament – 2007

� Working with IT specialist Tbilisi-based Orient-Logic Team

� “Real-Time” Georgia requires distributed e-defence network

� Current networks are quite fragile, insecure & open to attack
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� Too many single points of network & system failure� Too many single points of network & system failure

� Inadequate data back-up & storage procedures

� Often there is no real communicated security policy

� Networks open to Cyber Attacks and Cyber Crime

� Small skill base of specialist IT security personnel
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� 12thC Vardzia was a secure distributed networks of caves!

� Vardzia caves provided physical protection for 300+ years� Vardzia caves provided physical protection for 300+ years

� All resources were secured including water from River Kura

� Escape tunnels, wells & food storage protected against siege…

�

�…eGeorgia community requires distributed electronic security

� Security is not a “quick IT patch” but requires a multi-year 
programme based upon recognized ISO/IEC 27000 Standards
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Vardzia: Secure 12thC Community

Distributed Community of Caves

Escape Tunnels, Wells & Storage
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Escape Tunnels, Wells & Storage

� Distributed Denial of Service (DDOS) through “Botnets”

�Targeted Trojan Horses (including dormant sleepers)�Targeted Trojan Horses (including dormant sleepers)

�Destructive Viruses (often by email & exe files & scripts)

�Theft of Information, Passwords, ID & Keys

�Fake Web Sites and IP Addresses

�Physical Destruction through fires, floods, earthquakes

�Planned Cyber Attacks and Cyber Crime

�Remote Agent interception & control of “secure” networks�Remote Agent interception & control of “secure” networks
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The CyberCrime Business Model
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� Intrusion Detection & Protection Systems (IDS/IPS) 

� Threat and Vulnerability Management (TVM)

� Real-Time Deep-Packet Inspection to detect DDOS Attack

� Web-Site & IP Address Assessment

� End-User Log-On Authentication & Certificates– IEEE802.1X

� Encryption both for secure networks as well as storage� Encryption both for secure networks as well as storage

� Digital Signatures to secure Data & Document Integrity

� Biometric access both for IT Devices as well as access security
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�Business Continuity Programme (BCP)

�Disaster Recovery Planning & Training (DR)

�Electronic Asset Management (RFID Tagging)

�Physical Building Security (Networked IP CCTV)

�CERT (Computer Emergency Response Team)

�Professional Security Training to ISO Standards�Professional Security Training to ISO Standards

�Communication of comprehensive security policy

�…….Integrated Tech & Op Solution = Cyber Defence Centre 
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•Compliance tools

•Network Discovery

•Full Reporting

•Anti Spam

•Anti Virus

•Clustering/RAID

•IDS/IPS

•Firewalls

•Correlation Engines

•Back Up Services

•Business Continuity

•Disaster Recovery
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Diagram Courtesy of Symantec - UK



� ASIS International Commission on Business Continuity & Disaster Recovery Guidelines- 2005

�ASIS Guidelines also include an excellent complete checklist for Business Continuity Planning
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� Framework for comprehensive security policy from Information Security Forum : ISF� Framework for comprehensive security policy from Information Security Forum : ISF

� Security Standards includes the ISO/IEC – 27000 Series – 27001 and 27002 & 2700x

� European Countries  such  as UK and Germany have full-time security teams

�Georgian Government requires full-time Security Team to implement & monitor Policy
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Information Security Forum (ISF) : “Top Themes”
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ISO27002: Security Standard - Scope
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�UK Developed e-Government Security Architecture, Data Interchange 
Format as well as framework for disaster recovery and management – 2002

�German Government published detailed IT Security Guidelines – 2004

�Also worthwhile researching other EU National Government Security 
Frameworks as input for Republic of Georgia – Government Security PolicyFrameworks as input for Republic of Georgia – Government Security Policy
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E-Government – UK Security Model
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German Government Guidelines
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� Establish Cyber Security Team 

� Government Security Review & Audit

� Information, Database and Document Back-Up

� Upgrade Security Software & Systems

� Replicate Network & Wireless Connectivity� Replicate Network & Wireless Connectivity

� Ensure Information and Database Integrity

�Work with NATO / EU to launch Cyber Defence Centre
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�Data Centre Storage, Virtualisation & Remote Back-Up

�Security for the Regional and Local Government Offices

�Professional Security Training  with Government Certification

�Develop in-depth BCP and Disaster Recovery Programmes

�Implement Deep-Packet Inspection as early alert for DDOS�Implement Deep-Packet Inspection as early alert for DDOS

�Launch fully secure e-Business Ventures in target sectors

�Consider GRENA.Ge – Georgian Research & Academic Network
� An excellent reference point & foundation for eGeorgia – eGe

� Already includes a Computer Emergency Response Team - CERT.Ge
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www.cert.ge

www.grena.ge
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�Trans-Europe eGovernment Interoperability Framework – EIF

�Physical Access, CCTV and Electronic IP Security Integration

�Biometric ID and RFID Asset Management

�Security of End-User Devices and New Software Applications

� Georgia as an International e-Trading Economic Hub� Georgia as an International e-Trading Economic Hub

� The NATO sponsored satellite based Virtual Silk Highway 
Project is an excellent reference project – SilkProject.org 
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NATO : Virtual Silk Highway Project

www.silkproject.org
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New Security for 21stC Networks 
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www.jerichoforum.org



Biometric Security Solutions
�Latest Biometric Technologies include : Finger Print, �Latest Biometric Technologies include : Finger Print, 

Palm Print, Vein ID, Iris Scan, 3D Facial Recognition

�Personal ID Documents – Passports, Driving Licences

�Applications for Border Protection, Offices, Hospitals, 
Prisons, Transportation, Banks,  IT Mobile Devices

� Easily integrated using the ISO BioAPI Specification, � Easily integrated using the ISO BioAPI Specification, 
and IP networked as total physical security solution

� Extremely portable and robust security solution in 
difficult environmental locations – quickly installed
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�Appoint a full-time team of Government Security Professionals

�Undertake a comprehensive audit of all strategic government 
facilities, focusing upon potential single points of failure

�Based upon the security audit, develop detailed engineering plans 
with both approved international consultants & local IT vendors

�Take urgent measures to protect against further DDOS attacks

�Work with NATO & EU teams to establish a Cyber Defence 
Centre as focus for National Security Monitoring, Alerts & Training
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� Mission Critical Programme for the 21stC Georgian Economy

� In-Depth Security Project required to protect eGovernment and  
eBusiness against all future Cyber Attacks and Cyber Crime

� Start Project Vardzia as comprehensive 21stC Security Defence
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Download “White Paper” – “Real-Time Georgia”  @  www.valentina.net/vaza/GITI.pdf
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Download  @  www.valentina.net/vaza/GITI.pdf



�ISO/IEC – 27001/27002 Guidelines www.iso.org - 2005

�ISF - Information Security Forum: Security Guidelines – 2007

OECD Security Guidelines for Information Systems & Networks�OECD Security Guidelines for Information Systems & Networks

�US Congress – Security in the Information Age - 2002 

�UK Government – Security Architecture - Version4.0

�German Government – IT Security Guidelines - 2004

�EIF – European Interoperability Framework – 2004

�ASIS International Guidelines for BCP/DPR - 2005 �ASIS International Guidelines for BCP/DPR - 2005 
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� Computer Integrated Telephony (CIT) – Established and led British Telecom’s £25M EIGER Project during the mid-
1980s’ to integrate computers with telephone switches (PABX’s). This resulted in the successful development and launch 
of CIT software applications for telesales & telemarketing operations in a worldwide marketplace.

� Blueprint for Business Communities – Visionary Programme for Digital Equipment Corporation during late-1980’s that 
included the creation of the “knowledge lens” and “community networks”. The Blueprint provided the strategic framework included the creation of the “knowledge lens” and “community networks”. The Blueprint provided the strategic framework 
for Digital’s Value-Added Networks Business that secured significant contracts for enterprise networks. 

� European Internet Business Group (EIBG) – Established and led Digital Equipment Corporation’s European Internet 
Group for 5 years, from 1994 to 1999. Projects included support for the national Internet infrastructure for countries across
EMEA as well as major enterprise, government & educational Intranet deployments.  Dr David Probert was a sponsoring 
member of the European Board for Academic & Research Networking (EARN/TERENA) for 7 years (1991 �1998)

� Supersonic Car (ThrustSSC) – Worked with Richard Noble OBE, and the Mach One Club to set up and manage the 1st

Multi-Media and e-Commerce Web-Site for the World’s 1st Supersonic Car – ThrustSSC – for the World Speed Record.

� Secure Wireless Networking – Business Director & VP for Madge Networks to establish a portfolio of innovative secure 
wireless Wi-Fi IEEE802.11 networking products with technology partners from both UK and Taiwan. wireless Wi-Fi IEEE802.11 networking products with technology partners from both UK and Taiwan. 

� Networked Enterprise Security - Appointed as the New Products Director (CTO) to the Management Team of the Blick
Group plc with overall responsibility for 55 professional engineers & a diverse portfolio of hi-tech security products.

� Republic of Georgia – Senior Security Adviser – Appointed by the European Union to investigate and then to make 
recommendations on all aspects of IT security, physical security and BCP/DR relating to the Georgian Parliament.

� Dr David E. Probert is a Fellow of the Royal Statistical Society. He has a 1st Class Honours Degree in Mathematics (Bristol 
University) &  PhD  from Cambridge University in Self-Organising Systems (Evolution of Stochastic Automata) , and his full 
professional biography is featured in the Marquis International Directory of  Who’s Who in the World – 2007 / 2009 Editions.
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